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o Why security maé e W,
/e, Reallstl?,\goals )

o Learnlng good practlces




Wil Arp) [7

i =z > A,
e Long-time Rubyéls developer-—_

/ ok_ﬂ__f_oundETaGOrg@nizer l RubyNatiorP & J
Devlgnition, conferences

e Last 3 projests:..

e

- Online VidEoXeO eI LTRSS prizes...
= O)nllin2 erizritaola elorizitions vis cred'(card
- Cyber: SECUTILYF <Galili 0 M [SEUSSIE 1l IS5
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~ e More personal dgta é moving online than
ever before :
Sacial netwaorks; retail sites, mo)olle devices, etc

e The corﬁmunlty ofi “bad actors™ Is growing

and! It's

mternatlonal

RSAIS THE T
e There are serio Us Iegal ramifications to
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e Security is a BIG‘ th)})éx‘ | \\E/

e Nobody can coverit all in one talk\

e

Goal 1: lilustrate how Important security Is




“...out of 300 audited sites,
07% are vulnerable to attack”

- From a Gartner Group survey
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class SessionController < ApplicationController

def login
# Render login page A newbie

end :
mistake...
def create
# Process login reguest
end

1 class ApplicationController < ActionController::Base
before filter :login required, :except == [:login, :create]

e
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...here’s the exploit:

curl —d “forum_id=1&message[subject]=foobar” http://yoursite.com/forums




e Option 1: Include the‘ before filter i proper controlle'r\\b‘/

(

e Option 2: Create a NoAuth controller... \
/ --Appllcatlon\ontroller ~ before _fllter login_ requweg f
- NoAuthContrcﬂler *  skip,_before_filter :login_required

e

gASEIRIIS: “Dafauit Dany” is yoligel

AlSe: Be awalelo i CoOUEISTTE SISUG I asiout-0f-control
before-filter stacks filtars witn ron-=c V|ou\\31de effects,

C/C D



1 class UsersController < ApplicationController

def create
@user = User.new(params|[:user])
end

def update
@user = User.find(params[:id])
1f @user.update attributes(params[:user])
flash[:notice] = "User was successfully updated."
redirect to(users path)
else
flash[:notice] = "User update failed."
render ‘edit’
end
end

IMass assignment'is convenient...but it’s not-safe.
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e Mass assignmen‘t %ﬁiﬁb fields with no
securlty Impact ~—

o ALL mochs should use attr_ acce§3|ble to
spec:lfy fleld that ca be massas&gned

f

e Other fields

(peede




1 class IpAddress
validate :valid ip address

def valid ip address
ip regex = /~([1-9]|[1-9][0-9]|1[@-9][0-9]|2[0-4][@-9]|25[0-5]}(\.([©-9]|[1-8][0-9]|1[0-9]
[@-9]|2[0-4][0-9]|25[8-5])){3}3$/
if ip address.present &t ip address.match(ip regex).nil?
errors.add(:base, "Invalid IP Address")
end
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e The regular expr«‘essié\ﬁ uses 2 and $ to \5/
match the start ané end of the st~r.ng

/® Ir]___Ruby';‘““this or]ly_xmat):hes a single line if |
multi-line i}mput"is provided \

e

Use \A and \zZinstead forinput validation
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1 <hl>Upload File</hl>

2

3 <%= form tag({:action => :create}, :multipart == true) do %>

4 <p><%= file field tag 'upload file' %></p>

5 <p=<span class='button’'=><%= submit tag("Upload") %=></span></p=>
6<% end %>

views/uploads/new.html.erb

1 class UploadsController < ApplicationController
UPLOAD PATH = "public/data’

def create
upload = params['upload file']

path = File.join(UPLOAD PATH, upload.original filename)
File.open(path, "wb") { |x| x.write(upload.read) }
end

160 end

Uploads are prone to numerous potential security issues...
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“e The original file s left in the /tmp dlrectoTy

- Under-a namelike Rack*mtt( \tipart={random stuff
- Executable files could theoretlcal& be executed by someone (BAD)

/o The uploz}ded file is cdpled to /
$RAILS_ROOT/public/data

- Under-a name |ikeIRackEmultipars frandom stuﬁ‘} .
- The file is;WeD:aGeESSILIE /
- Embedded .!.;f*rl,)r Wi BNEVESSEIVEIGECCESS (BAD)

Could gainiialiy saa filasg usla:cdaed oy otfiar USSES(RRIVAGY)
o(_gpload files aremeverclieaned up
o File IBIMES S]
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e Fileiin /tmp direétor ' '\%/

- Remove the filelimmedia ely after; it has been copied

e File is:copied to SRAILS _ ROOT/public/data

/ - - Copy fllesh‘o anon- web acces/5|ble dir \ {
)
- Validate fjle types and eliminate undesirable files
- Ensure th%r*ﬁl siare never:|eft.as executable,

qme collisions
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What 1f | want to ...
upload and parse an XML File?

1 <?xml version="1.8" encoding="UTF-8"7=>

2 <!DOCTYPE foo [

3 <!ELEMENT foo ANY=

4 <IENTITY disclaimer SYSTEM "/home/dkeener/sandbox/myapp/config/database.yml">]>

5 <things=

6 <thing id="Godzilla"=

7 <description=&disclaimer;</description=
8 </thing=>

9 <thing id="Mothra"=...</thing=>

18 </things>

It’s called an XML EXxternal Entity Expansion Attack...
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e Option 1: Befo‘re a?é“ing, regex for

IDOCTYPE, IELE ENT or IENTHTY and
s |mmed|ately reject bhe file \ f

- NG need tojbe nice to the user
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def parse with nokogiri(xml, xsd)
xsd doc = Nokogiri::XML::Schema(File.read(xsd))
doc = Nokogiri::XML(xml) do |config]|

config.noent.nonet Parse settings
end

xsd doc.validate(doc).each do |err|
@errors << err.message
end

doc
end

-Vl alEeSHHERV [BEG IS e XSD

=ra2nt => No 2nijty age:nsions

Sglapac=> Mo rl2ivorl aeeass

= [DeesNoaGLUIAl VAU GIEXIET gl FENTILY, EXPAnsions, but
L ENNTASWUGHITENSINETE




5, Witlclrtion = RELVIE

def parse with rexml(xml)

REXML: :Document.entity expansion limit = ©
REXML: : Document.new(xml)
end

- Non:validatngyearser,

- entity exXpansien i aiseSiexceptionif it finds
any/ enuEXPANSIBNE

- Notiactually required o e IAEXPANSIons, but
ISEEMS LG NAVEISOINEN0 R EN I fTasiructure




~ Here are a few rlnorér best practices \b/

e Always sanitize user-provided input
'o""'-RoIIing}our own authentication!is an

/




e Rails Security Guide r\\_,/

http://guides.rubyonrails.érg/security.htmI \

)

Security. Guide V2
https://ww%vt?s-p.org/ index.php/Category:OWASP. Ruby. on| Ra

4 'o""‘OWASP\F}uby _(3”?1 Rails {

I1S_Security,

'

e DHS Se
nttp://,
“policy.pdf
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e Security matterjs../
Compromising Pllrer financial infe will'always be BAD
e |t's easier to build securlty In from the f

begmnmb than to retrofit it later!

e Viake géod Security.practices second
nature nows..theywillpay, off later

e The seculityseRyouiFanp us‘f be TESTED

RSpec, Cucumpersand

sirnilr tools a2 assga Iai\
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= Feel free‘ t(()f&ﬁ’ca . me: \5/

/ dkeener@keene}tech com _ {
e \aawd keener@gd+ais.com |
. Twitter: dkeener2010
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